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1. Summary of Services Requested
The Alaska eHealth Network (AeHN) is seeking bids for network solutions, within which a single Bidder (or consortium of Bidders) provides installation, maintenance and monitoring services needed to support enhanced connectivity for our participating sites and networks.  
The goal of the network is to:

· Connect existing participating networks

· Update/upgrade existing participant sites and connect them, and to 

· Bring onboard new participating sites and connect them.

These primary services shall include:

· Installation of equipment at participating sites to provide or enhance connectivity
· Installation of new or upgraded bandwidth and/or transport to support transaction volume

· Provide the necessary security protocols to ensure the safe communication of telehealth related transactions
Your proposal shall include:

· Routers and other associated customer premise equipment

· Circuit specifications and provisioning requirements

· Network design for AeHN peering and connection points with external networks

· Interoperable support for H.323 and SIP protocol videoconferencing and other essential healthcare-related network services
· Provision for externally routable IP addressing for Participant access to external network services.

· Any-to-any VPN security
· QOS within the network modules
· SLA-backed performance, reliability and availability
· Participant site assessment
· Network monitoring service, including SNMP monitoring of active network components and provision for access to SNMP traffic for a designated third party monitoring facility
· Network performance, availability and reliability reporting services, including providing web-based access to various real-time and summary reporting services
· Customer Service Center with phone and web-based services for customer problem reporting, as well as trouble ticket tracking and resolution reporting.

2. Design Overview

AeHN is seeking a network solution to support peer-to peer healthcare-related communications. 
AeHN is not seeking to build a network, but to leverage existing and planned network infrastructure already in place.

AeHN desires a solution that will connect to or directly peer with several regional, statewide and national networks, thereby participating in a “network of networks” that supports enhanced telehealth services, including telemedicine consultation, distance education, remote patient monitoring and other healthcare industry related electronic transactions.
The proposes solution must provide connectivity over long physical distances within Alaska plus connectivity to the “lower 48” and support at least three different modes of use: 

· Internet remote access client connections 

· LAN-to-LAN internetworking 

· Controlled access within an intranet 
A key feature should be the ability to work over both private networks as well as public networks like the Internet.  The unifying structure should be a network that uses a public telecommunication infrastructure such as the Internet and Internet2 to provide remote healthcare facilities or individual healthcare providers with secure network access. 
Again, we desire to avoid an expensive system of owned or leased lines that may be redundant to network infrastructure already in place or soon to be implemented.
2.1 Participants
A participant is defined as any public or private entity that connects to or subscribes to the network, or uses services provided by AeHN. Note: For this phase of the project we are only working with eligible participants as defined by USAC eligibility guidelines.

Thus, an eligible participant can be defined as any of the following:

· Rural Health Clinics

· Dedicated Emergency Departments

· Local Health Departments or Agencies

· Community Health Centers 
· Post Secondary Educational Institutions

· Not for Profit Hospitals

· Consortium of health care providers consisting of rural not for profit hospitals

· Community Mental Health Centers

Subscriber, Participant, HCP, and Remote Site are sometimes used interchangeably depending on the context.  The list of participating sites is provided in Attachment 2.
In the future, AeHN plans to add other participants to the network such as patients, for-profit hospitals, insurance companies, etc.  We are not seeking services for these types of future participants as part of this RFP.

2.2 Participating Site Requirements
As part of this project you will be required to assess the Customer Premise Equipment (CPE), transport, bandwidth and other requirements of each participating site so that you can recommend a best case configuration for each participant. 
As previously mentioned, in some cases you will be connecting individual sites, while in other cases you will be connecting a network of sites that are part of their own network.
2.3 Service Provider

This document reserves the term service provider (without a preceding adjective) as the entity who provides the WAN transmission medium (circuits, links, satellite uplink, Earth Station, etc…). The term Application Service Provider (ASP) specifies an entity who serves up IP application content. An Internet Service Provider (ISP) provides connectivity to the internet. The proposed network is not regarded as an ISP, ASP, or SP. 
3. Vendor Scoring Criteria
Please provide your written responses to sections 4 through 8.  Proposals will be evaluated and scored on the following sections.  
	Section

	4. Vendor (Proposer) Profile

	5. Network Requirements

	6. Participant Requirements

	7. Installation Plan

	8. Maintenance and Warranty Services

	RFP Attachment 2 – Requirements Analysis and Cost Proposal


Please Note: In Attachment 1 of this RFP, Only Sections 4 through 8 require responses.  Please retain the same section numbering.
4. Vendor (Proposer) Profile
Vendors must provide brief answers to the following to demonstrate their experience.

4.1 Corporate Profile with Alaska history & longevity
4.1.1 Corporate Name:

Corporate Address:

Corporate Officer/Signing Authority:

Corporate Website:

State of Incorporation:

Federal EIN:

FCC Registration Number (FRN):

USAC Service Provider Number (SPIN):

4.1.2 Provide a company introduction and identify the representatives with whom AeHN will be dealing.  Include an organization chart relevant to this project. Please describe why your organization and products are uniquely suited to meet AeHN’s needs and goals.

4.1.3 Demonstrate that your company, and the persons that will be staffing it, have sufficient history in the State of Alaska in order to understand the unique challenges of the geographical area applicable to this deployment. 
4.1.4 Provide a financial statement sufficient in detail to identify your financial status and condition. You may embed your financial report here or include it as an appendix in your response.
4.2 Relevant Experience and Technology Expertise
4.2.1 Briefly describe your experience and expertise relevant to the design, implementation and management of the proposed network solution. 

4.2.2 Comprehensive Project Management 
	
	Please enter “Yes” or “No” in the left hand column to affirm your comprehensive project management capabilities services.

	
	a. A dedicated project management staff is provided

	
	b. Comprehensive staff and resources for coordination and implementation are available statewide

	
	c. A formalized methodology for planning and tracking project activities using industry-accepted project management methodologies is used

	
	d. Provide regular project implementation status update reporting and coordination with AeHN Management


4.3 Project References for Supporting Telemedicine and WAN Networks

Provide comparable references where you have previously implemented or are now supporting Wide Area Network (WAN) solutions similar in size and scope to that described in this RFP. 

4.3.1 Reference 1:

a. Organization Name: 


b. City/State: 


c. Contact Person/ Title:


d. Contact Person Phone Number: 
e. Contact Person Email: 
f. Equipment and Services Provided:

4.3.2 Reference 2:

a. Organization Name: 


b. City/State: 


c. Contact Person/ Title:


d. Contact Person Phone Number: 
e. Contact Person Email: 
f. Equipment and Services Provided:

4.3.3 Reference 3:

a. Organization Name: 


b. City/State: 


c. Contact Person/ Title:


d. Contact Person Phone Number: 
e. Contact Person Email: 
f. Equipment and Services Provided:
4.4 Adherence to State and Federal Requirements

	
	Please enter “Yes” or “No” in the left hand column to affirm that your offering meets the following requirements:

	
	a. Comply with the Health Insurance Portability and Accountability Act of 1996 (HIPAA) security, confidentiality and privacy requirements relevant to the installation of telemedicine and WAN systems

	
	b. Comply with the current and future Health Information Technology for Economic and Clinical Health (HITECH) Act’s security and privacy provisions

	
	c. Agree to comply with all current and future State of Alaska and Federal regulations regarding security, privacy and confidentiality of health related data


4.5 Proposed Contract

A proposed contract must be submitted with Statement of Work, Service Level Agreements, and other relevant attachments completed. 

4.6 Contract Termination for Default 

Provide information on any contracts that have been terminated because of default in the last five years. 

Termination for default is defined as notice to stop performance which was delivered to you due to the your company’s non-performance or poor performance and the issue of performance was either not litigated due to inaction on the part of the bidder; or litigated and determined that your company was in default.
4.7 Vendor (Proposer) Judgments or Litigation 

Disclose any and all judgments, pending or expected litigation, or other real or potential financial reversals which might materially affect the viability or stability of your organization; or warrant that no such condition is known to exist.  This information is needed only from the subsidiary or division if there is a parent company.
4.8 Define and Manage Project Risks 
4.8.1 Define any significant or major risks that may impact the success of this project. 
4.8.2 How will you effectively monitor and manage these risks including performance reporting of the risks to AeHN management?

4.9 Vendor (Proposer) Business Risk and Continuity 

4.9.1 Describe how you will monitor and manage through times of high client demand, labor disruption, inclement weather, and loss of facility and/or key staff/personnel.
4.9.2 How do you deal with levels of high client demand beyond that which exceeds forecasts?
4.9.3 Briefly describe your disaster recovery plan in relation to supporting the network and connected participants.
5. Network Requirements 

5.1 Network Requirements (Layers 2-4)
This section involves data networking infrastructure design and network security. 

5.1.1 Redundancy Requirements

	
	Please enter “Yes” or “No” in the left hand column to affirm that your solution accommodates the following network redundancy requirements.

	
	a. Topological Redundancy (Layer 2 data-link physical path and Layer 3 Route Path Redundancy) 

	
	b. Standby Failover (First-Hop Redundancy and an at least an Active/Standby state for firewalls)

	
	c. Interface Redundancy

	
	d. Configuration Symmetry (mirrored configurations between paired devices where possible

	
	e. Mirrored hardware components

	
	f. The Layer 2 and 3 systems must pass a battery of failover tests that test the failover of every layer 2 and layer 3 path component while maintaining IP connectivity to all terminus network systems and applications

	
	g. Redundant WAN path capability 

	
	h. Geographically-disparate Disaster Recovery (a separate backup terminus in another location)


5.1.2 Scalability Requirements

	
	Please enter “Yes” or “No” in the left hand column to affirm your ability to scale to accommodate multiple interconnects, autonomous systems, service providers, services and modules and future AeHN growth.

	
	a. Switch pairs and module interconnects use 10gb fiber Ethernet as specified in IEEE 802.1ae

	
	b. Platform backplane speeds shall approach 32 gigabit or higher

	
	c. Switches provisioned in the Terminus exceed the capacity to switch 38 mpps (64-byte packets)

	
	d. A very strict, unyielding, uncompromising, and highly disciplined approach is applied to provisioning address space


5.1.3 Modular Design Approach in the Terminus

	
	Please enter “Yes” or “No” in the left hand column to affirm that your approach is premised on a modular network design or a virtually modular network design.

	
	a. Flexibility and customization in network design while allowing for scalability

	
	b. Accommodates for political and jurisdictional realities in enterprise or service provider networks

	
	c. Allows WAN interconnects to grow without restriction

	
	d. Address space design is easily enforced


5.1.4 Support for IP Version 6

	
	Please enter “Yes” or “No” in the left hand column to affirm that you meet these requirements:

	
	a. All network systems in the Terminus fully support IPv6 and IPv4 Simultaneously

	
	b. All Layer 2 and Layer 3 junctures comply with RFC 2373 : IPv6 address architecture

	
	c. All network devices comply with RFC 2374 : IPv6 Global Unicast Address Format

	
	d. All Layer 2 and Layer 3 junctures comply with RFC 2460 : IPv6 Specification

	
	e. All Layer 2 and Layer 3 junctures comply with RFC 2461 : IPv6 Neighbor Discovery

	
	f. All Layer 3 junctures comply with RFC 2463 : IPv6 Internet Message Control Protocol

	
	g. All Layer 2 and Layer 3 junctures comply with RFC 1981 : IPv6 Path MTU discovery

	
	h. All Layer 3 junctures comply with RFC 2080 : IPv6 RIPng

	
	i. All Layer 3 junctures comply with RFC 2740 : IPv6 OSPFv3

	
	j. All Layer 3 systems support BGPv4, OSPFv2, and RIPv2. 


5.1.5 Rapid Convergence Requirement

	
	Please enter “Yes” or “No” in the left hand column to affirm that you meet this requirement:

	
	a. Layer 2 (and layer 3) links must ensure loop-free convergence within a ≤ 3 second threshold in the Terminus


5.1.6 Network Systems Feature Requirements

	
	Please enter “Yes” or “No” in the left hand column to affirm that you meet these requirements:

	
	a. All Layer 2 systems in the entire network supports jumbo frames (MTU size = 9000)

	
	b. All Layer 2 switch ports support rate limiting

	
	c. All Layer 2 switch ports are capable of registering error and traffic statistics

	
	d. All of the systems in the entire AeHN network support satellite connections

	
	e. The network will not support non-IP protocols. All systems run IPv4 0r IPv6

	
	f. The network is built to fully support Multicast applications and Anycast

	
	g. The network is built to support end-to-end layer 3, and layer 4 QoS at the terminus 

	
	h. Additionally, the Terminus (and POP) supports layer 2 QoS


5.1.7 Layer 2 and Layer 3 Network Platform Security Measures (Device Hardening)

	
	Please enter “Yes” or “No” in the left hand column to affirm that you meet these requirements:

	
	a. Layer 3 devices deploy hashed routing adjacency authentication

	
	b. Layer 3 devices use hash first-hop redundancy pairings

	
	c. All network devices use pre-scrambled configuration password references

	
	d. All network devices disable non-essential ports, protocols, applications, services and features not intended to be used

	
	e. All layer 3 and layer 4 systems do away with all TCP and UDP small services

	
	f. All network devices set login password retry timeout

	
	g. All network devices force automatic timed VTY, TTY, and AUX session logout

	
	h. All network devices disable service password recovery where appropriate

	
	i. TCP keep-alive suppression is pursued as a policy throughout the AeHN controlled network

	
	j. All devices use only encrypted, secure management plane protocols (e.g. SSH, SFTP, SNMPv3 only)

	
	k. Access is limited to all network devices 

	
	l. All L3 devices implement ICMP protocol and ICMP field code options packet filtering e.g. using ACLs to drop all ICMP except for traffic originating from management systems

	
	m. All network devices filter IP fragments and IP field code options

	
	n. Suspect TTL values are addressed by all layer 3 devices

	
	o. All management interfaces (logical or physical) are secured.

	
	p. All network devices display warning banners with legitimate legal notifications on all entries (upon login, console, ssh, telnet)

	
	q. All network devices authenticate, authorize and account to AAA to secure interactive access (E.g. using TACACS and Radius)

	
	r. All devices utilize logging best practices to secure the logging source, the insert timestamp, and the logging buffer e.g.  using ACLs to logging management system

	
	s. Configuration change notification and archival of logging configuration changes are deployed

	
	t. Control Plane Access and Protection (or its equivalent) is deployed network wide

	
	u. Routing protocols are prohibited from  unicasting, broadcasting or multicasting hellos out unnecessary interfaces

	
	v. All layer 3 devices should disabling IP source routing

	
	w. All switches support port mirroring of IP traffic from any VLAN or any switch port at the Terminus


	
	Please enter “Yes” or “No” in the left hand column to affirm that you meet these optional requirements:

	
	a. Layer 2 devices have the capability to control access to ports

	
	b. Network devices utilize IP Options selective drop capability

	
	c. Network devices may utilize Traceback and netflow tools (or its equivalent) if applicable

	
	d. Private VLANs or protected ports for DMZ or public services hosts are secured

	
	e. Memory/CPU threshold notification, leak detection and chunk validation may be required

	
	f. Network device interfaces utilizes buffer overflow precautions

	
	g. Manually reserving memory for console access is required where applicable

	
	h. Network devices have the capability of storing and participating in enhanced crash file collection

	
	i. Anti-spoofing measures such as uRFP or source-guard are utilized where applicable

	
	j. Layer 2 devices have the capability to utilize and mitigate ARP poisoning strategies (DAI)

	
	k. Layer 3 devices are capable of routing protocol authentication key chain rotation

	
	l. Layer 3 devices are able to log L3 violations

	
	m. All devices have the capability to rollback configuration files

	
	n. Boot-image and boot-config file security measures are utilized

	
	o. All network devices may be required to disable default IP behavior for proxy ARP, ICMP unreachables, ICMP redirects, directed broadcasts

	
	p. All network devices utilize NTP authentication 


5.1.8 Layer 5 and Layer 7 Network Security Measures (Security Applications/ Integrity)
	
	Please enter “Yes” or “No” in the left hand column to affirm that you meet these requirements:

	
	a. Security measures are taken to prevent/detect intrusions and incorporate data leakage protection strategies

	
	b. Security measures are taken to ensure patient confidentiality, data integrity and systems availability

	
	c. Your solution is compliant with state and federal regulations

	
	d. 

	
	e. Terminus is capable of terminating IPSEC, SSL or equivalent for tele-workers 

	
	f. AeHN has the capability to lock down IM Messaging for the AeHN network

	
	g. Anti-virus protection is installed on all application-level systems operated within the Terminus

	
	h. Intrusion Detection/Prevention systems is deployed at all Internet gateways and the Terminus core

	
	i. Event Correlation is implemented at the Terminus to assist network security personnel in identifying and managing security anomalies and tracking false positives


5.2 Design Requirements for Specific Modules

This section covers the design of the different potential modules and areas of the Terminus. 

The components constituting the Terminus are as follows:

· Internet Module
· Public Resources
· Vendor Resources
· Core Switch Module
· Applications
· Network Management
· WAN Resources
· WAN Aggregation Edge
5.2.1 Internet Module Component
This area of the network delivers public internet access for applications and services inside the Terminus. 
	
	Please enter “Yes” or “No” in the left hand column to affirm that you meet these requirements:

	
	a. The Internet Module is comprised of a mirrored pair of routers capable of actively maintaining the Internet’s full BGP routing table in memory

	
	b. The Internet Module has its own mirrored and redundant switch pair for terminating public resources connectivity

	
	c. The Internet Service Provider(s) have direct peering agreements with at least two Tier I providers

	
	d. The Internet Module has the capacity to forward or terminate IPSec VPN tunnels or be able to pass them to an adjacent decryption engine

	
	e. The Internet Module is capable of a tier II or a tier III gateway

	
	f. The Internet Routers are capable of providing demarc connections to the Internet, to Internet2, and to the Terminus and be scalable to support future interfaces

	
	g. All Internet layer 2 and layer 3 devices (switches and routers residing in the Internet Module) offer multiple layers of security in order to protect the Terminus and the Internet Module itself

	
	h. The Internet Firewall(s) supports routing, policy, and stateful inspection of packets

	
	i. The Internet Firewall(s) offers multiple layers of security inbound and outbound on all interfaces (e.g. IDS/IPS, AntiX, etc.)

	
	j. The Internet Firewall(s) is(are) capable of terminating 1000 SSL and IPSec VPN tunnels

	
	k. The Internet Firewall(s) is(are) capable of switching at least 250MB  of AES- 256 VPN throughput


	
	Please enter “Yes” or “No” in the left hand column to affirm that you meet this Optional requirements:

	
	a. The Internet Firewall(s) is(are) capable of terminating IPSec VPN tunnels AND allow for the operation of multiple virtual firewalls simultaneously without affecting packet switch function or adding more than a 200 millisecond packet processing delay 


5.2.2 Public Resources Component
A public resource can be defined as a server, appliance or application that resides in the public address space that is made available to everyone or to an authenticated subset of Internet users. 

	
	Please enter “Yes” or “No” in the left hand column to affirm that you meet these requirements:

	
	a. Resources placed in the public resources area are secured from outside of the Internet Firewall or in a DMZ

	
	b. Resources placed in the Public Resources area controlled by AeHN or can be independently firewalled/ secured by the owner of the resource 

	
	c. Switches residing in the Public Resources have the capability to rate-limit traffic on a per port basis


5.2.3 Vendor Resources Component

Internet accessible Vendor Resources are offered to AeHN participants by vendors in a DMZ. 
	
	Please enter “Yes” or “No” in the left hand column to affirm that you meet these requirements:

	
	a. A virtually firewalled Vendor Resources DMZ is available to each Vendor, Partner, or entity requiring a DMZ presence within your terminus

	
	b. The Vendor Resources DMZ has a switch pair dedicated to vendor interfaces residing in the Terminus that must support 802.1q Trunking, VLAN partitioning, and network security measures for segregation and management of multi-vendor traffic


5.2.4 Core Switch Module

	
	Please enter “Yes” or “No” in the left hand column to affirm that you meet these requirements:

	
	a. The Core Switch Module interconnects with other modules via Ten gigabit or better interfaces

	
	b. The Core Switches are able to handle very large PACS files and other images

	
	c. The Core switches have the capability to support virtual switching instances to facilitate additional network modules

	
	d. The Core Switches have sufficient port capacity to terminate multiple redundant switch pairs, modules, and the application platforms given in the “Applications” subsection (below)

	
	e. The Core Switches provide high availability and redundancy with a minimum MTBF (mean time between failures) rate based upon the rates found in TIA.942 Tier I and Tier II standards

	
	f. The Core Switches are highly scalable

	
	g. The Core Switches are modular and support hot-swappable components


5.2.5 Design Considerations for Applications (Servers)

AeHN, at some future time, may need to host application servers in order to deliver data and information services to its participants. However, AeHN favors a Software as a Service (SAAS) or outsourcing/remote hosting model.  Whichever approach is selected you need to be aware of the traffic that these, and additional servers, may generate.
Below is a list of potential applications and services we currently envision:

Server Estimate:

· Integration Engine Servers

· Radiology Servers

· Customer Servers or custom applications

· Pharmacy Servers

· EHR Servers (Electronic Health Record) 

· NMS Servers (Network Management or Network Security-related Servers)

· VTC Bridges (Video Conferencing Bridges)

· Management VTC devices (Traversal, Gatekeeper, Video Management, Scheduling)

· Billing, Metering, and/or Monitoring Servers

· Infrastructure Services Servers

AeHN has selected Orion as its Health Information Exchange application vendor, using a SaaS approach. There are currently no design requirements for any other applications.

5.2.6 Network Management Module or Area
	
	Please enter “Yes” or “No” in the left hand column to affirm that you meet these requirements:

	
	a. The suite of network management tools, applications and appliances supports industry standard best practices for network management, reporting, access and security

	
	b. SNMPv3 or an equivalent implementation is used network-wide 

	
	c. Layer 2, layer 3 and firewall device management via an out-of-band and/or an in-band connection

	
	d. Terminus servers and appliance management via IP KVM Network management system to monitor layer 2 and 3 performance, health, status, configuration management, logging, availability, AAA and error data


5.2.7 WAN Resources Area
In order to accommodate remote site WAN optimization needs, please indicate how your Terminus meets the following design requirements.

	
	Please enter “Yes” or “No” in the left hand column to affirm that you meet these requirements:

	
	a. The WAN Resources Area has a WAN optimization platform capable of compressing and caching data to increase network efficiency

	
	b. The WAN Resources area has a dedicated platform enforcing QoS (Note: AeHN is open to innovation and to different strategies that could allow for QoS policy deployment.)

	
	c. The WAN Resources area has the capability for participant circuit capacity monitoring, WAN device status reporting, and participant circuit or path utilization reporting for participant billing purposes. 


5.2.8 The WAN Aggregation Module Requirements

Briefly describe how your WAN module terminates the following media:

· Individual Serial Connections or T1s (T1, HSSI) 
· Clear channel point-to-point links to participant sites 

· Channelized DS3 connections, Fast Ethernet, Gigabit Ethernet, and Ten gigabit Ethernet point-to-point interfaces

· Optical Facilities (OC3, PoS, or Sonet) 
· Encryption-enabled Metro Ethernet Access (Encrypted connectivity over Ethernet)

· MPLS Enabled Layer 3 VPN's with QoS over Multi-gigabit Ethernet
· Analog modem lines for emergency management access for AeHN support staff 
In addition to physical and cloud connectivity, the WAN Module must be able to provide the following:

	
	Please enter “Yes” or “No” in the left hand column to affirm that you meet these requirements:

	
	a. Accommodation of 250 potential remote sites within three years

	
	b. Encryption and decryption of traffic destined for any given participant without compromising router performance or breaching the roundtrip delay budgets allotted in the service provider section

	
	c. Data integrity and authenticity for traffic traversing the WAN

	
	d. Redirection of traffic for the purposes of WAN Optimization and/or data caching

	
	e. The network supports TCP spoofing for optimum connectivity over high latency links

	
	f. QoS systems and capability 

	
	g. ACLs, audits and inspections on inbound and outbound interfaces to further add network security protections to this part of the Terminus

	
	h. Supports jumbo frame at the layer 2 transmission and switching level as previously stated in subsection 4.2

	
	i. NAT (inside and outside) 

	
	j. Policy based or static routing 

	
	k. Redundant Rendezvous Points and redundant Mapping Agents to allow for a highly available multicast operation

	
	l. Operation of multicast traffic encryption

	
	m. Multicast Source Discovery Protocol and Multiprotocol BGP capability


Below is a list of requirements that are specific only to IPSec, Metro Ethernet, and MPLS within the WAN Module (and to the WAN Clouds):

	
	Please enter “Yes” or “No” in the left hand column to affirm that you meet these requirements:

	
	a. WAN Module systems and CPE supports AES-256 Encryption

	
	b. WAN Module (and CPE systems) fully support IPSec

	
	c. IPSec that supports dynamic IGP routing protocols, Multicast traffic, and QoS policy

	
	d. Tunnel establishment to the redundant pair of WAN Aggregation routers.

	
	e. Fully supports the implementation of VRF 


5.2.9 Internet Service Provider Requirements
This section is dedicated to addressing specific Internet Service Provider-related concerns and design requirements.

	
	Please enter “Yes” or “No” in the left hand column to affirm that you meet these requirements:

	
	a. You are a Tier I or Tier II level provider with a significant presence in the state of Alaska 

	
	b. The ISP and all their tiered partners has a well developed public AS assigned by ARIN (the American Registry for Internet Numbers) 

	
	c. The ISP has available at least one contiguous class C (/24) public address space to AeHN

	
	d. The ISP is willing to customize the routing tables and routing filters to ensure AeHN’s policy and routing needs are met for its planned internet presence.


5.2.10 Carrier-Specific Requirements
	
	Please enter “Yes” or “No” in the left hand column to affirm that you meet these requirements:

	
	a. Telecommunications-grade carrier (the root or source Service Provider) with a presence in Alaska

	
	b. FCC licensed telecommunications service provider

	
	c. Offers standard SLAs to AeHN. Those SLAs should not be legally diluted by any reseller or third party intermediary

	
	d. Capable of delivering fractional T1, T1, channelized DS3, clear channel DS3, MPLS circuits, Metro Ethernet and OCX terminations to the Terminus (and POPs) as governed by interchange agreements

	
	e. Have the ability to dispatch technical staff to the Terminus location that can be called upon to service provider-side outages within 4 hours, on a 24 hours/ 7 days a week basis with no additional fees or charges

	
	f. A required Interconnect or circuit between the Internet2 network and the Internet Routers at the Terminus


5.3 Service Provider (Access) Requirements
5.3.1 Less than 400ms One-way delay on the WAN Connection
	Please enter “Yes” or “No” in the left hand column if you meet the following guidelines.

	
	One Way Delay
	Rtt
	Effects of delay

	
	> 600 ms
	1200 ms
	Delay Highly Perceptible, communication style unnatural until user adaptation occurs.

	
	250 ms
	500 ms
	Delay perceptible, communication style needs to be adapted

	
	100 ms
	200 ms
	Delay barely perceptible during parallel communication

	
	50 ms
	100 ms
	No delay perceptible


5.3.2 Packet Loss Threshold < 1e06
	
	Please enter “Yes” or “No” in the left hand column to affirm that you meet the following circuit reliability requirement.

	
	a. Circuits delivered to participant sites pass a standard, extended–time end-to-end bit-error-rate test pattern that is appropriate for the circuit transport media (i.e. QRSS, all-ones, etc…)

	
	b. Packet Loss Threshold of < 1e06


5.4 CPE Requirements
5.4.1 Participant-facing CPE Interfacing Requirements

	
	Please enter “Yes” or “No” in the left hand column if the following are CPE requirements specific to sites opting for AeHN connectivity.

	
	a. Ethernet dot1q Trunking capable port

	
	b. ITU T.568A or ITU T.568B compliant

	
	c. IEEE 802.3/SNAP-headers

	
	d. Non-bridged ASIC based port that segregates collision domains

	
	e. Ethernet, Fast Ethernet or a Gigabit Ethernet routed or switched port

	
	f. Native support for PVST, IEEE 802.1D, IEEE 802.1S or IEEE 802.1W and IEEE 802.1Q standards

	
	g. Allow manipulation of the untagged VLAN number and customization of the tagged VLANs

	
	h. Support extended range VLAN IDs 


5.4.2 Ethernet Handoff Requirements (Access with CPE)

	
	Please enter “Yes” or “No” in the left hand column if the following are functional requirements for CPE devices for those sites opting for AeHN connectivity.

	
	a. One device with routing capability that offers the necessary integrated services components within the platform (in order to keep it one device). Peripherals and accessories such as modems to AUX ports are permitted.

	
	b. Uses an integrated design model 

	
	c. Has the capability of being a QoS-enabled IPSec-encrypted VPN termination point or relay that passes voice, video and data traffic to and from the participant network

	
	d. Is capable of nested or hierarchical Class Based Weighted Fair Queuing or its equivalent

	
	e. Is capable of rate-limiting and/or remotely adjusting the bandwidth allowed to and from the participant network

	
	f. Can be monitored, maintained, polled, audited and serviced remotely


5.4.3 Support for QoS

	
	Please enter “Yes” or “No” in the left hand column to affirm that you meet these optional QoS requirements:

	
	a. Supports prioritization and manipulation of the DSCP, IP TOS, and COS fields of inbound or outbound packets

	
	b. Supports the classification, marking (or tagging) of packets based on the DSCP, COS, or TOS value

	
	c. Supports interface queuing functionality at Layer 2 and Layer 3 or the OSI model

	
	d. Supports interface buffering at the layer 2 level

	
	e. Supports the capability to prioritize traffic according to how the traffic (packet) is classified

	
	f. Supports the customization for the random drop of TCP packets to inhibit TCP synchronization

	
	g. Supports the ability to drop certain types of traffic at the QoS level or the ability to rate-limit inbound or outbound traffic based off traffic classification 


5.4.4 WAN Optimization at the Participant Remote Site
	
	Please enter “Yes” or “No” in the left hand column to affirm that you meet these Optional requirements:

	
	a. WAN Optimization may occur inside the CPE or from within the participant network

	
	b. A WAN optimizer (also known as an accelerator) can be strategically placed within the participant remote site network to allow for the caching of http and other types of commonly accessed traffic

	
	c. Sites implementing WAN Acceleration ensure IP VRF compatibility


5.5 Handoff (Demarc) Requirements

This subsection covers the requirements for the physical Participant handoff (also known as the demarc). 

5.5.1 Layer 1/2 Participant Handoff
	
	Please enter “Yes” or “No” in the left hand column to affirm that you affirm these requirements:

	
	a. The Handoff is an ITU T.568A or T.568B RJ45 Unshielded Twisted Pair CAT5e/6 compliant Ethernet patch cable

	
	b. The CPE provider must make available an extra Ethernet cable of reasonable length and grade during or soon after the CPE installation process and the participant must store and secure that extra cable to be made readily available in the event the handoff cable fails.

	
	c. Handoff is Dot1q capable


6. Proposed Network Design

6.1 Network Diagram
Provide a network diagram showing participating sites and networks as well as your Terminus and POP facilities and their locations.

6.2 Network Expansion

Describe how your design accommodates future expansion, with respect to geographic extent, participant numbers and bandwidth availability, etc.
6.3 Design Differentiators

Briefly describe why your design is a superior design.

6.4 Rural Participants

Describe how your design provides an effective solution for connectivity to “hard to reach” rural participants.
7. AeHN Participant Requirements
7.1  CPE, Transport and Bandwidth
Describe how you will assess the CPE, transport, bandwidth and other requirements of each participating site or network of sites so that you can recommend a best case configuration for each participant.
Note: All participating sites are listed in Attachment 2.  Attachment 2 is where you will document the requirements for all participants and your cost proposal.

7.2 Support and Warranty
Describe your support and warranty for equipment installed at customer sites.
7.3 Other

Please indicate below what each participant is expected to provide: 
a. Physical and rack space 
b. Conditioned power 
c. Environmental control

d. Controlled security
e. Diagnostic lines

f. Network security

g. Other

8. Installation Plan 

8.1 Installation plan 
8.1.1 Provide a detailed Project Management plan to indicate expedient delivery of installation and services.  A one year implementation plan is desired.

8.1.2 Provide a high-level (phase and activity level only) implementation project plan, including Gantt chart for the required modules in the proposed timeframe.  Include information regarding what end-user facility, AeHN management, and vendor resources will be required by phase in number of hours.

8.1.3 What staffing methodology is typically used by your company in terms of using contractors vs. your own employees vs. client employees?

8.1.4 Based on your past experience what are the critical success factors for a timely and successful implementation?

8.1.5 What testing materials/ plans are included in the implementation?

8.1.6 What are the critical factors your clients must consider post-implementation to ensure continued success with your services?

8.1.7 What capabilities are available to test new participating facilities post-install to insure that the production environment is not impacted?
8.2 Level of detail in the Acceptance Test Plan 
8.2.1 Submit an Acceptance Test Plan that details the testing procedures and criteria for project acceptance.  You many include this as part of the Project Management plan if you prefer.

Maintenance Services and Warranty

8.3 Maintenance Plan and Service Facility location and capabilities
8.3.1 Submit a detailed Maintenance Plan and its features in support of your solution proposed in this RFP.  A minimum three (3) year service agreement is planned. 

8.3.2 Disclose the locations of Service Facilities and their capabilities.

8.3.3 Describe your problem reporting process (i.e., your Help Desk), including the escalation procedure (how you escalate problems that are not solved immediately or for a stated period of time).
8.3.4 Specify the location(s) and hours of operation of your toll-free hot line (Help Desk) for network, application and hardware support.

8.3.5 Do you maintain and allow access to an on-line, interactive Help Desk ticket tracking system?

8.3.6 What responsibilities will AeHN staff have in day to day monitoring and vendor interaction in support of the network? How is this interaction handled? Describe the training that will be provided.
8.4 Warranty
8.4.1 Provide Warranty information covering the installed equipment and services in support of the network solution proposed in this RFP. 
8.5 Service and Support
8.5.1 Fully describe your service / performance level agreements.

These service / performance agreements must minimally meet the criteria explicitly defined in the RFP requirements.
8.5.2 Errors and Omissions Insurance

Contractor will maintain in force during the term of the contract insurance adequate in form and amount to protect Contractor and its respective agents against comprehensive liability and property damage to AeHN. Insurance limits shall be no less than the following: General liability for damages per occurrence/aggregate $1,000,000/$2,000,000; Workers Compensation and Employers Liability $500,000; Errors and omissions: $2,000,000 with a software technology rider. Proof of insurance certificate will be added as an attachment to the contract for services.
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